Green College Thematic Lecture Series

The New Politics of Surveillance
and Visibility

Edited by
Kevin D. Haggerty and Richard V. Ericson

UNIVERSITY OF TORONTO PRESS
Toronto Buffalo Londen




e i s e

15 Data Mining, Surveillance, and
Discrimination in the Post-9/11
Environment

. OSCAR GANDY, JR

1

Public awareness of the role that data mining and other forms of remote
surveillance have come to play in the management of the concerns of
daily life has increased rather dramatically in the United States follow-
ing the immediate, and often quite hostile, response to the plans an-
nounced for the creation of a Total Information Awareness (T1A) program
in the Department of Defense (Mittelstadt 2002). No small part of the
concern being expressed was based on an assessment of the ¢haracter of
the program’s head, the same retired Admiral John Poindexter who had
been convicted of lying to Congress and other efforts towards derailing
Congressional investigations of official misconduct in the Iran-Contra
Affair (Moscoso and Edmonson 2003).

Although concerns about the use of data-mining techniquies by cor-
porations for the purpose of segmentation, targeting, and other forms
of ‘relationship management’ have been expressed in-the past (Dannd
and Gandy 2002), it was primarily in the wake of announcements about

- proposed TIA activities that similarities and differences between the

uses, users, and risks associated with the technique became the focus of
so much public attention (Leahy, Feingold, and Cantwell 2003; Markle
Foundation 2002).

This chapter seeks to bring a critical light to bear on the ways in
which the use of data mining and associated techniques of kpowledge
production seem likely to transform social relations within both the
public and private spheres. After a brief introduction to the technology
and its uses within business and government organizations we will .
turn our attention to the social concerns that are raised by such in-
creased, widespread, and presumptively legitimate uses of computer-
enhanced discriminatory techniques. The final section will focus on the
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Yimitations to the development of responsive public policies that are
inherent in the traditionally narrow framing of privacy legislation to-
wards the protection of what has been termed ‘individually identifiable
information’ (Hatch 2001; Lyon 2003; Pollack 2001; Skok 2000).

The Goals of Data Mining

Data mining is a process that has as its goal the transformation of raw
data into information that can be utilized as strategic intelligence within
the context of an organization’s identifiable goals. At its core, data
mining is concerned with prediction. Data-mining efforts are directed
towards the identification of behaviour and status markers that serve as
reliable indicators of a probable future. Because the development of
data-mining applications is dominated by concerns about risk minimi-
zation or avoidance, the most relevant behaviours are those that can be
assessed in terms of relative risk. The use of a data-mining resource to
identify the best prospects — the 20 per cent of the customers who are
likely to provide 80 per cent of the profits — can still be understood from
a risk perspective by noting that selection of the best also means avoid-
ance of persons and relations that are less desirable, or risky.

The identification of the best prospects or the highest risks necessar-
ily involves some agreement about standards of value. In the business
environment, an individual who is a ‘good customer’ under one system
of valuation may be of considerably less value under another. Decisions
within the realm of consumer credit provide some excellent examples
(Leyshon and Thrift 1999). A customer who pays off her credit cards
in full each month would surely be identified as a good “credit’ risk, in
terms of the likelihood of default. That same customer would not be
so highly valued in terms of her contribution to the bank’s bottom line,
as she would not incur any interest charges. A riskier customer, one
who is late, and may even miss a payment on occasion, may actually be
more valuable because of the interest and penalties he accrues (Adams,
Hand, and Till 2001).

The traditional challenge for data miners is to determine which cus-
tomers are more valuable, and therefore worth keeping. A somewhat
different challenge is the determination of that point at which a previ-
ously ‘good” customer becomes less desirable.

In one set of analyses based on some 90,000 customers, cluster analy-
sis was used to divide the sample of customers into two classes.

Pattern-searching techniques were then used to identify what the ana- -
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lysts characterize as ‘interesting or unexpected observations’ (Adams,
Hand, and Till 2001: 1020). With this technique the analysts identified a
class of customers who began as ‘good,’ and then rather suddénly switched
to missing payments, which the analysts characterized as ‘bad behaviour’
under the first approach to valuation. The provision of ‘warnings’ about
the likelihood of default by individuals is precisely the kind of predictive
services that credit agencies have begun to offer their customers. Clearly,
these behavioural analyses differ in important ways from the sorts of
credijt-scoring analyses that are relied upon in deciding whether fo issue
a card in the first place (Leyshon and Thrift 1999).

A great many terms that describe data-mining applications are broadly
familiar, and while some may be unique to a particular organization or
administrative specialty, fundamentally they refer to the same underly-
ing task (Bowker and Star 1999). For example, although the identifica-
tion of individual terrorists is of paramount importance to those who
are involved in the pursuit of ‘homeland security,” the assignment of
individuals to classes, categories, or groups on the basis of an analysis
of seemingly independent, and in some cases, anonymous, activities
has become a routine administrative activity (Computer Science and
Telecommunications Board 2000; Hobart and Schiffman 1998).

Data-mining applications in the area of security abound. Concern
about the security of computers and other critical infrastructural re-
sources has led to an accelerated push for the development of tech-
niques to detect and prevent intrusion into sensitive systeins {Computer
Science and Telecommunication Board 2002). In the detection of attacks
on networked computer systems, the challenge is one of identifying
deviations from the normal flow of traffic to a server. Unlike the evalua-
tion of traffic accidents or other discrete events that generate a reliable
record, a great many attacks on compriter systems go undetected, and
as a result, analytical models that depend upon those distinctions are of
limited use. It is here that the discovery of patterns within data that ‘call
attention to themselves’ enables analysts eventually to arrive at distine-
tions between ‘probes,’ outright attacks, and legitimate variations in
network fraffic over fime (Rothleder 2000).

Consumer profiling involves the attempt to assign iridividuals to one
or more groups or segments on the basis of attributes that they share, or
are assumed fo share to some degree. The nature of consumer profiling
has been explored in considerable detail by the Federal Trade Com-
mission (2000) with regazd to its use by online businesses. Online
profiling refers primarily to the techniques used by companies with
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an online presence to deliver banner advertisements and editorial copy
to individuals.

A variety of techniques, many of which are hidden from, or not
disclosed, to website visitors are used to gather transaction-generated
details about them (Pollack 2001). Among the most frequently used
techniques are ‘cookies’ or relatively durable markers that are placed
on the visitor’s hard drive. These cookies make it possible for firms, or
their representatives, to “4rack’ individuals as they move to different
sites around the web (Helling 1998). As testimony revealed to the FTC,
data gathered from this ‘clickstream’ is often combined with additional
information acquired from third-party sources. “This enhanced data
allows the advertising networks to draw a variety of inferences about
individual customer’s interests and preferences. The result is a detailed
profile that attempts to predict the individual consumet’s tastes, needs,
and purchasing habits and enables the advertising companies’ comput-
ers to make split-second decisions about how to deliver ads directly
targeted to the consumer’s specific interests’ (Federal Trade Commis-
sion 2000: 5).

Some users of customer-profiling systems report drarmatic improve-
ments in the productivity of their websites. In some cases, the source of
the improvement was a fairly rough index of consumer interests based
on little more than a zip code (Stevens 2001). In other cases, profiling
systems are continually updated through the incorporation of multiple
streams of information.

The provision of targeted advertising is not the -only use of data-
mining techniques within the networked environment. The profiling of
visitors to corporate websites can also influence business decisions
about the cost and quality of the services to be offered to that visitor
(Danna and Gandy 2002). The use of data-mining techniques to facili-
tate this kind of discrimination in e-commerce transactions is referred
t0 as ‘weblining’ (Stepanek 2000) because of its sirnilarity to familiar but
illegal forms of racial discrimination known as ‘redlining.” Its name is
derived from a common practice in financial service markets of draw-
ing red lines around neighbourhoods where loans would not to be
made or property insurance would not be underwritten {Nier 1999).

Firms that use data-mining in support of “customer relationship man-
agement’ (CRM) are interested in differentiating among existing and
potential customers in terms of their estimated total value. Reportedly,
there are very few segments of the market that mine customer data
more actively than firms in the gaming industry. According to one
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source, “Casino operators gather and store data from loyalty programs,
direct mail databases, sociveconomic data, and credit card issuers, among
other sources.” Harrah's Entertainment is an exemplary user of data-
mining for CRM. Harrah’s gathers data from its nearly five million
‘loyalty’ program members and uses transaction-generated informa-
tion from its loyalty cards as well as slot machine data and information
derived from food and beverage sales (CFO Research Services 2002: 11).

Data-mining Techniques

Data mining, or knowledge discovery in databases, as the insiders
would have it known, is a small but rapidly expanding specialty within
the field of applied mathematics that seeks to derive meaningful intelli-
gence from the analysis of patterns within sets of data, including the
virtual mountains of data that are generated by a host of routine inter-
actions enabled by networked computers (Fulda 2000).

Data mining is both descriptive and predictive, and although evalua-
tion is not always explicit, the process of identification nearly always
includes some form of evaluative assessment (Gandy 2000). Descrip-
tive analysis may involve the assignment of ‘objects’ or entities into
pre-existing categories in accordance with well-developed rules for
classification (Bowker and Star 1999). Objects of interést may alsb be
classified into categories that are the products of the analysis reflecting
the application of statistical or other criteria for the determination of
boundaries (Norusis 1994). ‘

At the descriptive level, analyses common 0 data-mining can pro-
vide condensed summaries of massive amounts of information. We
readily understand common statistical measures, such as means or
averages, as summaries. We also understand correlation coefficients as
summary statements about relationships between objects, or the at-
tributes of objects. At a multivariate level, we might understand factor

scores as a summary statement about relations between a large number

of attributes and a large number of objects that might be persons or
groups of persons. We are perhaps less familiar with summaries at the
level of discourse.

Data-mining systems applied to the analysis of text can produce
summaries of varying length (Mani, Guilder, Clifton, and Conceépcion
2000}. Not long ago, the MITRE Corporation anncunced the develop-
ment of a data-mining tool for text processing that is capable of process-
ing a large number of news stories, identifying the key ‘players’ in the
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news, and generating a concise summary. In one of the examples pro-
vided in a promotional article, 60,000 news stories were condensed into
an eighty-six-word summary {(Mani et al. 2000: 3).

At the descriptive level, the process of discovery is often aided through
the use of techniques that facilitate the visualization of patterns and
relationships in data. These patterns may allow distinctions to be made
between persons, behaviours, and outcomes on the basis of relations
between the attributes of each. Increasingly these relationships may be
discerned in spatial terms with the aid of geographic information sys-
tems (Baker and Baker 1999; Phillips and Curry 2003). Online analytical
processing tools (OLAF) make it easier for subject area specialists who
are not necessarily familiar with advanced statistical techniques to
pursue an analysis of complex multivariate relationships merely by
manipulating objects on screen, or responding to queries about alterna-
tive models or conditions (Roberts-Witt 2001).

Clustering techniques are frequently used to assign objects of analy-
sis to groups or classes on the basis of criteria that can be adjusted on
the basis of theory and experience. While classification into categories
or groups may be the ultimate goal of these analytical efforts, a prelimi-
nary stage in the process may emphasize the discovery of patterns of
association, or covariation. Unlike traditional statistical methods where
specific tests are used to evaluate a hypothess, statistics are used within
data-mining efforts to generate the hypotheses that might be explored
through other means, or through subsequent analyses of enhanced data
bases (Carbone 2000).

Tt is also likely that the associative links which emerge through analy~
sis will make even more sense when they are examined over time. Thus,
insurers may decide to classify automobile accident claims as problem-
atic on the basis of a determination of the temporal relationship be-
tween the calls the insured made to his doctor and those he made to his
attorney. :

As an area of applied statistics, data-mining involves the application
of increasingly sophisticated techniques to larger and larger pools of
data by more and more decision makers within organizations. This
diffusion of analytical capacity has been enabled in part by increases in
the diffusion of relatively inexpensive computing power to desktop and
even to laptop computers (Darling 1997; Lawson 2002). Commonplace
statistical resources used for prediction (or explanation in very polite
company) include multiple regression and discriminant analysis.

More sophisticated techniques involve the use of so-called neural
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networks that can process data autonomously to generate clusters, and
with sequential adjustment, develop fine-tuned predictive algorithms.
Neural networks are said to provide advantages over traditional statis-
tical techniques like multiple regression because assumptions about
relations between data are not as restrictive. Unlike multiple regres-
sions, neural network techniques are able to include a large number of
variables that comes closer to reflecting both the complexity and the
uncertainty that characterize routine business decisions {Garver 2002).

Neural networks or a related approach known as decision tree analy-
sis may be used to identify the variables, or attributes of objects that are
most important or influential in the prediction of some outcome. A
relatively mundane example should suffice to illustrate the use of these
techniques in the business environment. )

Success in the competitive fast food environment is based in part
upon superior knowledge about what governs consumers’ decisions,
and about what aspects of the experience produces a level of satisfac-
tion high enough to increase the probability of repeat sales. Determin-

‘ing the relative importance of different attributes of pizza delivered

to the home was the task at hand in one case study (Garver 2002).
Semantic differential scaling technigues were used to capture customer
ratings of aspects of the experience, including price, temperature of the
pizza, and the ‘friendliness’ of the person delivering the product. While
the neural network analysis and regression techniques both identified
‘taste’ as the most important factor, "amount’ only emerged as relatively
important in the neural network analysis (Garver 2002). -

Of course, only an experiment in which the model’s parameters can
be adjusted and tested against actual consumer behaviour would deter-
mine whether the hypotheses generated by the analyses win empirical
support. ,

Data and the Real World

1t is important to keep in mind that data-mining produces statements
about the relationships between data as well as statements about the
relationships between phenomena in the real world. Some analytical
approaches common to data-mining efforts use insights derived from
observed relationships between data to make statements about phe-
nomena that have not been, and perhaps cannot be, observed directly
(Gigerenzer et al. 1989; Smith 1998). Data mining i$ said to differ from
ordinary information retrieval in that the information which is sought
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does not exist explicitly within the database, but must be ‘discovered’
(Fulda 2000: 106). In an important sense, the relationships befween
measured or ‘observed’ events come to stand as a ‘proxy’ for some
unmeasured relationship or influence (Baard 2002).

For example, factor analysis programs generate estimates of the cor-
relation, or association, between measured variables and unmeasured
factors or influences. In the area of media studies, NUMErOUs examples
can be found of factor analytic models that draw inferences about
unmeasured tastes and preferences within population segments on the
basis of the structural relationships that can be observed between the
programs that hundreds of people report viewing with varying degrees
of regularity (Frank and Greenberg 1980; Webster, Phalen, and Lichty
2000}

A fairly sophisticated application of this technique has been de-
scribed by Predictive Networks in relation to their ‘Digital Silhouettes’
product (Predictive Networks 2001). In addition to traditional demo-
graphic indicators that include gender, occupation, and race, the ‘anony-
mous predictive models. of individuals’ includes ninety categories of
inferred ‘content affinities.” The ‘Digital Silhouette’ technology can be
seen as an example of a product or service that continually updates the
profiles of individual web users. The technology is promoted as a
resource for advertisers interested in reaching a particular type of con-

. sumer, This ideal type is assumed to share common affinities and
demographics, and on the basis of the client’s specification, according
to the promoters, ‘Predictive Networks selects the Digital Silhouettes
most likely to respond to the ad’ (Predictive Networks 2001: 3). As in
many such applications, the accuracy or precision with which individu-
als are described by these profiles is said to improve over time. The
brochure claims that as ‘the user continues to surf the web, his or her
Digital Silhouette becomes a refined composite of the demographic and
affinity distributions of all the web sites he or she has visited’ (Predic-
tive Networks 2001: 3}.

It is important to note here that each individual’s profile is shaped
not only by her own behavioural atiributes, but also by the program’s
characterization of the profiles of all the other individuals within the
database who visit particular websites. As a result, these profiles are
fundamentally relational, or comparative, rather than individual identi-
ties (Gandy 2000). .

The application of data-mining techniques for predictive purposes
uses data gathered in the past in order to generate descriptions about
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events that may occur in the future. In the context of ordinary business
applications, such predictions may be concerned about determining
which individuals will respond affirmatively to a particular offer in the
context of a particular marketing campaign (Adams, Hand, and Till
2001). ’

Applications in the realm of national security are a bit more special-
ized, but the underlying assumptions, resources, and techniques do not
vary substantially, and both may be concerned with the development of
behavioural profiles.

The Sources of Data

At the heart of public concerns about data-nining is the extent to which
the technology invites the integration of data from previously indepen-
dent data record systems. Concerns about the development of central-
ized government data banks expressed during early periods of concern
about an emerging ‘surveillance society’ (Flaherty 1989) have been
replaced by corcerns zbout the sorts of “virtual databases’ enabled by
high speed networking and distributed processing capacity (Solove
2001). Although different approximations of “fair information practices’
have sought to restrict the secondary use of information to the purposes
for which it was initially gathered, there is an extremely limited record
of success in this regard (Sovern 1999} .

Heightened concern has been expressed about the enhanced capacity
of government agencies to create virtual databases because of their
recently increased access to public and private record systems. Both
government agencies and private businesses have contiriued to utilize
massive amounts of data from a host of sources, limited primarily by
well-placed concerns about data quality and standardization (Gandy
2001). )

The expansion in the pool of available data is being affected rather
dramatically by changes in both technology and public policy. The
growth in the number of databases under the administrative control of
government agencies reflects more than the growth of government
oversight and responsibility. Tt also reflects the impact of changes in the
cost structure of data capture, storage, and transmission.

Record systems expand because the systems that enable the capture,
storage, and retrieval of information have become more efficient, less
expensive, and less demanding of specialized training. Theé fact that the
data stored within these systems has also.been determined fo have
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economic value beyond its primary function plays a less important role
in determining whether and how the information will be stored by
government agencies.

However, a somewhat different logic may explain the rapid growth
in the size and scope of private databases. Indeed, it may be the case
that the need to meet government demands for information related to
taxation and regulatory oversight explains much of the initial impetus
for the development of computerized record-keeping systems within
the private sector. The discovery that there was additional economic
and strategic value in transaction-generated information (TGI) is of
fairly recent vintage. Hundreds of articles are being published each
year designed to remind business managers, especially those involved
in electronic commexce, of the value to be derived from mining the
‘gold” within their own record systems, and dozens more compare
various techniques and analytical products in terms of their efficiency
and ease of use (Greening 2000).

The direct marketing industry, a primary consumer of TGl about
individuals, is said to have evolved into its present form in response to
the enhanced potential for target marketing that was made possible by
the establishment of postal zip codes in the 1960s (Harper 1986). This
form of marketing has since come to support a segment of the business
services industry that includes list vendors, consolidators, and other
data managers that bill customers and clients in excess of $3 billion each
year (Solove 2001: 1408). ‘

Many database vendors also provide clients with access to lists de-
rived from government databases, including those derived from voter
registration files. One vendor, Aristotle International, offered political
campaign managers lists of voters enhanced with additional informa-
tion about ethnicity, voting frequency, motor vehicle ownership, and
estimates of household income in addition to data about whether the
registrants owned, or rented their homes (Aristotle 2002; Pressman 2000).

A major competitor to Aristotle offered an online service that allowed
clients to specify the sorts of voters they wanted to reach. The vendors
of a product called VISION (Voter Information System Integrated Online
Network), made what has emerged as an obligatory nod in the direc-
tion of concern about privacy before going on to describe the nature and
benefits of the services they provide. Privacy concerns are supposed to
be reduced because VISION clients are invited to specify the criterion
they want used in generafing a list of prospects, rather than making
requests for information about individually identified persons.
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In one scenario provided. in their online brochure (I-Centrix 2002), a
client might request a list of all males over forty-five who are registered
Democrats, who have an income above $70,000, who have voted in
past Presidential elections, and who also happen fo live in the 3rd
Electoral District of Troy, New York. If the customer is willing to pay
the established price for the 125 voters who would be produced by
this multivariate sort, pre-printed mailing labels as well as phone
numbers might be supplied. The VISION service claimed to have on
offer an additional three hundred variables that might be used to
define the preferred class of voters to be targeted by a specialized
appeal (I-Centrix 2002: 2).

Of course, there are no guarantees that the information acquired from
database vendors or consolidators will be accurate. On occasion, the
consequences of almost certain errors can be quite substantial. In the
case of ChoicePoint, a database company that claims to be primarily in
the ‘credential verification’ business, we find an organization that com-
bines identification with classifications along a number of critical di-
mensions. Unfortunately for the nation, and perhaps for the world, a
ChoicePoint subsidiary provided credential verification services for the
county election boards in Florida. Many of their characterizations of
American citizens were grossly incorrect. As a result, an estimated eight
thousand potential voters, many of them African Americans, were listed
as convicted felons, and thereby denied the right to vote in a hotly
contested national election. While not all of those who were excluded
on the basis of this classification error were likely to have voted for Al
Gore, they are far less likely to have supported George W. Bush. In any
event, their numbers far exceeded the margin of victory that history has
been forced to record (Coppola 2002}.

ChoicePoint is now emerging as one of the largest private forensic
laboratories in the country. Derek Smith, ChoicePoint’s chief executive,
seems driven to add DNA and other biometric identifiers to the list of
commercially available data about individuals they will use in their
identification and certification services {Coppola 2002).

Although we might not ordinarily consider the providers of search
engines as being very similar to the list vendors that charge fees for
providing access to those lists, it is clear that search engines also pro-
vide access to the information in databases. The developers of search
engines have invested in the development of quite sophisticated algo-
rithms for searching and indexing the rapidly expanding caches of
information stored on servers around the globe. Google is readily iden-
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tified as a leader within this very dynamic industry. Its search engines
support in excess of 150 million searches per day (Fraim 2002).

Following its acquisition of Deja.com, a major innovator in the
exploitation of Usenet newsgroup archives, hundreds of millions of
personally identified comments, critiques, and representations became
available for search, analysis, and commercial exploitation by Google
(Google 2001). Fraim (2002) suggests that Google’s demonstrated abil-
ity to segment searches into national and linguistic groups can easily be
expanded into more meaningful ‘communities’ that might include cor-
porations, universities, and neighbourhoods defined by zip codes. The
fact that Google uses ‘cookie” technology in ways that link searches to
searchers has raised serious privacy concerns, even though Google
claims that they currently limit the identification of searchers to broad
aggregates (Olsen and Kane 2003). Nevertheless, analysis of the word
and subject rankings that could be based on the millions of searches
initiated within and between these ‘aggregates’ has strategic potential
that is not lost on data miners within business and government.

Businesses are particularly concernied about the ways in which their
firms and products are ‘positioned” in relation to other firms at any
moment in time. They are concerned about their status and visibility
not only among the population at large, but among particular segments
of the population. The analysis of searches and commentary can pro-
vide them with continual assessments of their relative position.

Policy makers are always interested in knowing about the salience of
particular concerns among the electorate. Like corporate strategists,
they are concerned about the salience of issues and policy options
among elite segments of the population that are more likely to respond
to what they see as threats or opportunities (Ferguson 2000). These
assessments are increasingly easy to produce with the aid of text-
mining software. Indeed, an analysis of elite or expert discussions and
debates ongoing in Usenet newsgroups is precisely the sort of appli-
cation that text-mining products like MITRE's “Top Cat’ have been
designed to support (Mani, Guilder, Clifton, and Concepcion 2000).

The U.S. Patriot Act (2001) provided the U.S. government with sub-
stantially improved access to data within record systems in govern-
ment agencies that are not generally concerned with law enforcement
or national security. The guidelines issued less than a year later for the
BBI reflected the increased ease with which government agencies can
expect to gather data from public and private sources (Center for De-
mocracy and Technology 2002). Where previous guidelines restricted
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agency investigations to cases where there is at a minimum some suspi-
cion of criminal activity, the new guidelines reflect a greater apprecia-
tion of the ways in which data-mining techniques can be used “as the
basis for generating the suspicion of criminal conduct in the first place’
(Center 2002: 1). Under the new guidelines, the FBI appears to be
authorized to conduct ‘fishing expeditions’ on their own or with the
support of commercial firms that are better equipped, and have far
more experience in data-mining.

Although there are signs that some private corporations as well as
librarians (FHull 2002) are resisting government attempts to gain access
to the TGl in their files, there is also evidence that many corporations
are voluntarily providing government agencies with access to informa-
tion out of some heightened sense of patriotism. Of course, oh occasion,
this patriotic urge seems to coincide with corporate self-interest.

Reputedly acknowledged as the world’s largest retailer, eBay.com
has also been identified as an organization that is quite willing to share
information about the transactions of its more than 60 million regis-
tered users if security personnel at the company have their suspicions
aroused by the behaviour of buyers or sellers, or by the inquiries of
government officials. Such arousal is likely because security personnel
at eBay routinely use their own data-mining resources to noﬂgﬁmﬂq
search for patterns of suspicious behaviour that might indicate a Fisk of
fraud.

Although eBay’s ‘director of law enforcement and compliance’ re-
ported that the company receives approximately two hundred requests
for information about users each month, he noted that the overwhelm-
ing majority of these requests were informal, rather than official
subpoenas or court orders (Dror 2003). While eBay doesn't provide
unhindered access to its entire corporate database, which reportedly
contains all the TGI the company has produced since 1995, a request
from a law enforcement officer is likely to be rewarded with a complete
history of a specific target’s interactions with the eBay servers. This
report may include the contributions that registrants may have rhade to
the company’s many discussion groups.

In those cases where there were explicit legal barriers to the sharing
of financial information (fanger and Schwarts 2002}, such as informa-
tion that eBay gained access to through its acquisition of the PayPal
transaction clearance service, security officials at eBay were reportedly
quite willing to provide law enforcement with sufficient ‘Hints” about
how to produce the appropriate court order (Dror 2003).
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TIA and Data~-mining Unleashed

Of course, eBay is not alone in its willingness to provide government
investigators with information about customess that they believe might
be useful in the identification of terrorists or other miscreants (Baard
2002; Wylie 2003). As one astuie observer noted, ‘It didn’t take long for
data-management companies to realize that if their software could find
links in customer buying patterns and improve retailers’ inventory
decisions, perhaps it could find links among the government's vast
terrorism-related intelligence warehouses and enhance the government’s
ability to prevent the next attack’ (Franklin 2002).

Many entrepreneurs rushed to offer their services to government,
and hundreds more responded to requests for proposals designed to
meet the information needs of the Defense Advanced Research Projects
Agency (DARPA) Total Information Awareness (T1IA) program (Elec-
tronic Privacy Information Center 2003). According to the initial solici-
tation, TYARPA is soliciting innovative research proposals in the area of
information technologies that will aid ini the detection, classification,
identification, and tracking of potential foreign terrorists, wherever
they may be, to understand their intentions, and to develop options to
prevent their terrorist acts’ (Defense Advanced Research Projects Agency
[DARPA] 2002).

At the core of the research initiative was the development of “ulira
large all-source information repositories’ that were later defined as
‘farge scale databases covering comprehensive information about all
potential terrorist threats.” What DARPA was in search of was “innova-
tive technologies needed to architect, populate, and exploit such a
database for combating terrorism.” After noting that DARPA already
had ‘on-going research programs aimed at language translation, infor-
mation extraction from text’ and other techniques, the agency made it
clear that it was invifing mew ideas for novel information sources
and methods that amplify terrorist signatures and endble appropriate
response.’

Because the successful proposals were classified, it was not possible
to determine precisely what the twenty-six early “winners’ had prom-
ised to deliver. It is easy, however, to imagine the sorts of data-mining
resources that will emerge from the Palo Alto Research Center (PARC),
given its title: ‘Knowledge-based tracking of content change in growing
collections of text documents” (EPIC 2003).

Although the U.S. Senate managed to call a moratorium on the use of
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data-mining by the departments of Defense and IHomeland Security
(Gross 2003) because of the unprecedented level of intrusioh into the
lives of average citizens that the program seemed to invite (Mack 2002),
it is also clear that the underlying rationale for expanding the use of the
technology has many supporters. Indeed, while a tecent report on
national security from the Markle Foundation emphasized the need to
balance the value of strategic intelligence against the risks to civil

 liberties, there was little room for doubt that the members of the Task

Force endorsed the widespread use of data~-mining in support of na-
tional security (Markle Foundation 2002).

The Markle group (Markle Foundation 2002: 45) agreed that there
was a need for ‘an information collection and analysis strategy that will
allow us to detect and prevent dangers from these unanticipated sources.”
Specifically, the working group identified the sorts of tools that might
be developed and deployed in an effort to anticipate, and thereby
prevent, some ‘terrorist” action in the future. In their view, theoretically
driven scenarios could be assessed in relation to empirically generated
probabilities that have been derived from data-mining applications.
Indeed, from their perspective one ‘advantage of computer-generated
scenarios is that very large numbers could be created without the
unintended constraints of human definitions of “likely” or “plausible,”
thus decreasing the chances of surprise through novelty’ (Markle Foun-
dation 2002: 52).

We are of course familiar with the strategic advantages that can be
derived from the relaxation of traditional boundaries around the pds-
sible or imaginable that are based on naive concepts of reasonableness.
On the other hand, it is important for us to evaluate the risks that flow
from the design of intervention strategies that might be pursued if
government and corporate planneérs are no longer constrained by tradi-
tional conceptions of ‘fairness,” justice,” “equality, or ‘legitimacy.’ I
have discussed these outcomes elsewhere with regard to myriad ills
that accompany the use of TGI to facilitate discrimination (Danna and
Gandy 2002; Gandy 2000, 2001). Among the most serious of these
concerns are those related to the ways in which discrimination in in-
formationi markets reinforces disparities in the level and impact of
participation in the public sphere by segments of the population. These
disparities are likely to become sharper still becduse of the ways in
which the strategic resources provided by data-mining may also be
used to shape the ‘preferences’ for information that individuals come to
recognize and express as their own (Zarsky 2002/3). ,
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The Limits of Privacy Policy

I have argued in the past that the traditional policy framework gener-
ally relied upon to protect individual and collective interests in privacy
are hampered by an emphasis on the use of ‘individually identified
information’ (Gandy 1993). Individuals are placed at risk of discrimina-
tion by virtue of their membership in groups, rather than specifically on
the basis of their individual identities (Gandy 1996, 2000}. This ‘cat-
egorical vulnerability’ (Gandy 2001) is especially problematic in the
context of a degraded public sphere because individuals may not be
aware of the groups to which they have been assigned by various data
mining analyses (Bruening and Schwartz 2002). Indeed, it is the ten-
dency among those who engage in data mining and related approaches
to the development of behavioural profiles to keep those profiles secret
that limits the utility of the traditional privacy torts. Because of the
assumption that information about individuals is made public on a
widespread and routine basis, the interests of individuals in such infor-
mation is minimized at the same time that corporate and government
interest in the strategic intelligence generated through analysis of such
data ave protected by security classification and intellectual property
regimes (Belgum 1999; Hatch 2001).

In the case of corporate actors, short-term strategic advantage is
realized in part by the ability of competitors to treat such classificatory
schemes as trade secrets (Montana 2001). For somewhat different rea-
sons, government agencies that develop profiles that they believe will
be useful in identifying smugglers, terrorists, or other subjects of inter-
est tend to resist attempts by the public or civil libertarians to gain
access to the details about the composition of these profiles.

Critics have suggested that the use of profiles as alternatives to tradi-
tional markers of stigmatized identity (Loury 2002) makes it possible
for an increase in discriminatory acts that would be declared illegal if
they relied solely or primarily on the use of ‘suspect categories’ like
race, gender, or national origin (Belgum 1999). Because these meaning-
ful categories are submerged or replaced by coefficients assigned to
variables or explanatory factors, the naines that have been assigned to
these factors are less likely to attract the heightened scrutiny of the
courts. .

It should be clear, however, that these profiles, or ‘signatures’ of
group membership (McCarthy 2000), have much in common with tra-
ditional stereotypes or schema that have been developed over time for
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subordinate groups. However, in the case of racial stereotypes, we have
evidence that the targets of stereotypic thinking have a high degree of
awareness of the ways in which they have been characterized and
evaluated by those higher in the social hierarchy (Sigelman and Tuch
1997). It seems unlikely, however, that very many of the targets of data
mining know much about the ways in which they are being classified.
They are largely unaware of the ways in which they are the victims or
the beneficiaries of such remote sensing.

In the absence of knowledge about the groups to which they have
been assigned, individuals are less likely to engage in political organi-
zation or in the development of social movement organizations (Eskridge
2001). This is the case despite the suggestion that computer networking
would make such organizational efforts less difficult to develop and
sustain (Hula 1999; Kreimer 2001).

I suspect that it will be difficult t6 mount a sustained challenge to the
use of data-mining and other discriminatory techniques that are at the
heart of what I refer to as ‘the panoptic sort’ (Gandy 1993): The best we
can hope for is transparency — that citizens and consumers are mo_mmwﬂma\
and effectively informed about the nature and extent to which their
options and opportunities are being shaped by the application of statis-
tical techniques.

It seems unreasonable to expect that those who use these techniques
will be the best sources of public awareness of the consequences of their
use. Therefore it will be particularly important for journalists, scholars,
and advocates of informed choice to be able to convey a sense of the
array of individual and collective risks that flow from the use of data-
mining and other discriminatory techniques.
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